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Provenance Publications

* From Luc Moreau, “The Foundation for Provenance on the Web”
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Dictionary Definition of Provenance

* Oxford English Dictionary

— the fact of coming from some particular source or
qguarter; origin, derivation.

— the history or pedigree of a work of art, manuscript,
rare book, etc.; concretely, a record of the ultimate
derivation and passage of an item through its various
owners

 Merriam-Webster Online Dictionary
— the origin, source

— the history of ownership of a valued object or work of
art or literature
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Data Provenance in Computer Systems

 “The provenance of a piece of data is the process
that led to that piece of data”

* “In computer systems, activities are carried out
by processes that take input data, input state,
input configuration, and produce output data and
output state. Such processes are compositional
by nature and can be the result of sophisticated
compositions (sequential, parallel, conditional,
etc) of simpler processes.” (Luc Moreau, “The
Foundation for Provenance on the Web”)
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Other Definition of Provenance

* Why-Provenance
— identify the set of tuples, whose presence justifies a
query result (e.g., {t2,p3,b2})
* Where-Provenance
— identify where information was copied from
— E.g., atypo in mashup is came from b2

 How-Provenance

— a polynomial representation that hints at the structure
of the proof explaining how an output tuple is derived

— E.g., whole graph \
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Provenance Example
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original photo record
original trail record
original blog record

copy of p3 in cache

copy of t2 in cache

copy of b2 in cache

copy of pa3d retrieved by q
copy of ta2 parametrizing q
copy of ba2 retrieved by q
copy of pbd returned by q
copy of bb2 returned by q
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Provenance Data

* |Information of operations/transactions performed against
data objects and versions

that were performed against data
who performed actions on data
for actions
from actions

e Directed Acyclic Graph (DAG)

* Causality dependencies between entities (acting users,
action processes and data objects)

 Dependency graph can be traced for the discovery of
Origin, usage, versioning info, etc.
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Open Provenance Model (OPM)

3 Node Types usediR
— Artifact (ellipse): Object @ g
— Process (Rectangle): Action
— Agent (Octagon/Hexagon): User/ p | mirenermedhyiH @
Subject
5 Causality dependency edge Ll e s L
Types (not a dataflow)
— U: Used(Role) .
— G: wasGeneratedBy(Role) S | ¥2

— C: wasControlledBy(Role)

@1 warl dernoendd mm @
— wasDerivedFrom

— wasTriggeredBy
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OPM Example

Two
Eggs

wasControlledBy
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Provenance-aware Systems

* Capturing provenance data

* Storing provenance data b ————

* Querying provenance data

* Using provenance data | _

* Securing provenance data

w»
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Access control in Provenance-aware Systems

* Provenance Access Control (PAC)

— Controlling access to provenance data which could be more
sensitive than the underlying data

— Two concerns
* Needs access control models/mechanisms (e.g, RBAC)
* (Meaningful) control granularity? Right level of abstraction?

* Provenance-based Access Control (PBAC)
— Using provenance data to control access to the underlying data
— Provenance-based policy specification

Meaningful granularity of provenance data?




Access Controls in Provenance-aware
Svstems

Access
control

PBAC Sanitization/Filtering/Redaction/....

Base PBAC Role-based Prov-based

Prov Data PAC PAC
Trust

DName (named abstraction) and
matching DPath (Dependency Path Pattern)




From Open Provenance Model (OPM)
3 Node Types o < Ag >
— Object (Artifact) f sed(role) asControlledBy (role)

— Action (Process)
— User/Subject (Agent) wasDerivedFrom\ J p1
.t Caucality o ; \V/ wasGeneratedBy(role)
edge Typeys (s&_eg o \ 0
dataflow) wasTriggeredBy | used(role)
\ D2

* Provenance data: a set of 2 entities & 1 dependency

I'»C'S World-leading research with real-world impact! m
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Typed Provenance Model (TPM)

* Primitive (direct) dependency types
— Variations of Used (u), wasGeneratedBy (g),
wasControlledBy (c)

— Used to capture transactions as base provenance data

 Complex (Indirect) dependency types

— A set of pairs consisting of abstract name (dependency
names) and regular expression-based composition of
primitive dependency types or other complex
dependency types (dependency paths)

I'C'S World-leading research with real-world impact! m
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Dependency List

* Object Dependency List (DL,): A set of identified dependencies that
consists of pairs of

— Dependency Name: abstracted dependency names (DNAME) and
— regular expression-based object dependency path pattern (DPATH)

e System-computable (complex) dependency instances

— using pre-defined dependency names and matching dependency path
patterns in DL (and querying base provenance data)

e User-declared (complex) dependency instances
— using pre-defined dependency names in DL

I' 'S World-leading research with real-world impact! m
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PBAC Model Components

Request
(au,a,0)

User Authorization\

e

.

‘ Dependency Lists A
(DL)
Object DL
(DLo)

™ Acting User |
| DL (DLauv) |

. I/
N
—» Access

N
— = Decision Activity &=
— —» Utilized by B

< wasSubmittedVof, g, iU
< wasReplacedVof, g . jsce-U
< wasAuthoredBy, wasSubmittedVof?.wasReplacedVof *.g,.q4.C >

I ° C ¢ S

s 2

! Action Validation

Access Evaluation
N

A * ~
| (" Provenance Data )
| | (PD)

Policies Base Prov.
| P) Data (PDs)
| | “PRetrieval | |  User-Declared |
| E)Ilais (PRPL | PEV. D_ata (PDUL

M N\ = J

| \J
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’
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Policy Retrieval =
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input >
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A Family of PBAC Models

Combined Models

SN

PBACu PBACA PBACPr

N

PBACs
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PBAC;: A Base Mode|

e System-captured Base Provenance Data only
— Using sub-types of 3 direct dependencies (u, g, c)
— No user-declared provenance data

* Object dependency only
* Policy is readily available

— No policy retrieval required

w»
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PBAC,; Model Definitions

AU, A, AT, O and OR are acting users, action instances, action types, objects, and object roles respectively.

G,U,G~! and U~ are sets of role-specific variations of ‘wasGeneratedBy’ and ‘used’ dependencies and matching sets
of inverse dependencies, respectively.

{*c’,‘c™1’} is the set of ‘wasControlledBy’ dependency and its inverse dependency.

Base provenance data PDp forms a directed graph and is formally denoted as a triple < Vg, Eg, Dp >:

e Vg =AU UAUO, a finite set of acting users, action instances, and objects that have been involved in transactions
in the system and are represented as vertices;
e Dp={c}UUUGU{’c’yUuUtUG™!, a finite set of base dependency types;
e E C{(AXAU X ‘C)U(AXxOXxU)UOXxAXxG)U(AU x Ax‘cYU(Ox AxUHU(Ax O xG™H},
denoting dependency edges, is the set of existing base dependencies in the provenance data.*
DNy, disjoint from Dp, is a finite set of abstracted names for dependencies of objects.
Let X be an alphabet of terms in Dg U DNg. The set DPAT H of regular expressions is inductively defined as follows:

e VpeX,pe DPATH;e € DPATH,
) (Pl‘PQ), (Pl.PQ),Pl*,Pl—f—,Pl? € DPATH, where P1 € DPATH and P2 € DPATH.

DPATHp C DPATH, is the set of regular expression using only alphabet of terms in Dp.

DLo : DNo — DPATH, defines each dn € DNy as a path expression. DL is also viewed as a list of pairs of
object dependency names and corresponding dependency paths.

Mo : DNo — DPATHpg, maps each dn € DNy to a path expression using only base dependency types d, € Dp by
repeatedly expanding the definitions of any dn; € DNg that occurs in DL (dn).

PF is a language specified in the policy expression grammar PG.

P C PE, is a finite set of policies.

~v: AT — P, a mapping of an action type to a policy.

I-C- UTSA
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Access Evaluation Algorithm

Algorithm 1 AccessEvaluation(au,a,O)

1
2
3
4
5:
6
7
8

9:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24
25:
26:

. (Rule Collecting Phase)
: at < a’s action type

i p + v(at)
: RULEy o < user authorization rules U A Rule found in p

RULE v < action validation rules AV Rule found in p

: (User Authorization Phase)
: for all rules in RULE 4 do

Extract the path rule (ObjRole, D Name) from rules
Determine the object o € O, whose role is Obj Role
Extract dependency path expression dpathy in DPAT Hp from D Name using Ao function
Determine vertices by tracing base provenance data P D p through the paths expressed in dpathy that start from the object o using do function
Determine the truth value by evaluating the result against the rule
end for
U Auth < a combined truth value based on conjunctive or disjunctive connectives between rules
(Action Validation Phase)
for all rules in RULE 4y do
Extract path rules (ObjRole, DName) from rules
for all path rules extracted do
Determine the object o € O, whose role is Obj Role
Extract dependency path expression dpathy in DPAT Hp from D Name using Ao function
Determine vertices by tracing base provenance data P D p through the paths expressed in dpathy that start from the object o using §o function
end for
Determine the truth value by evaluating the results of all the extracted path rules
end for
AVal < a combined result based on conjunctive or disjunctive connectives between rules
Evaluate a final truth value of U Auth and AV al using conjunctive connective
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PBAC; Policy Language Grammar

w»

Policy ::= “allow” < Req > “ =" < UARules > “N” < AV Rules > |
“true”
Req ::= “(” < ActUser > “” < ActType > “,” < ObjRoles > “)”

ObjRoles ::= < ObjRole > | < ObjRole > “,” < ObjRoles >
UARules ::= < UARule > |“(” < UARules > “)”|

< UARules >< Connect >< UARules >

AV Rules ::= < AV Rule > |“(” < AV Rules > “)”|

< AV Rules >< Connect >< AV Rules >

Connect ::= V|A

UARule ::= < ActUser >< operl >< PathRule >

AV Rule ::= “|” < PathRule > “|” < oper2 >< Number > |
< PathRule >< oper3 >< PathRule >

PathRule = “(” < ObjRole > “,” < DName > *)”
operl := “ & 7|« §§ ”

Ope,r,2 — (13 — | 77| | ,7|“ < ,7|“ > 29

Ope,r.g — 44 — 77|C‘ 7|( C 2

DName ::= dni|dnz|...|dn,

Number ::= [0 — 9]+

ActUser ::=

ActType ::= t1|at2| o at;,

Ob]Role = Orolel |O’I"Ol€2| 5o o |Orolek



Example: A Homework Grading System

1. Anyone can upload a homework.

2. A user can replace a homework if she uploaded it
(origin-based control) and the homework is not
submitted yet.

3. Auser can submit a homework if she uploaded it and

the homework is not submitted already. (workflow
control)

4. A user can review a homework if she is not the author
of the homework (DSOD), the user did not review the
homework earlier, and the homework is submitted
already but not graded yet.

5. Auser can grade a homework if the homework is
reviewed but not graded yet.

I'C'S World-leading research with real-world impact! m
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Sample Transactions

load1 <—.<— replace1
P guploinput 2

C
Gk °

haX submit1

C

C :
Uinput gsubmit u: used
) g: wasGeneratedBy
review1 - c: wasControlledBy
inpu
A @u3d)

Jreview WL [ Uinput Qarade

Coat > [ gracer

I' 'S World-leading research with real-world impact! m
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Sample Transactions &
Base Provenance Data

World-leading research with real-world impact!




Sample Object Dependency List (DL)

I’ 'S World-leading research with real-world impact! m
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A Sample Base Provenance Data

load1 4—.4— replace1
™ guplomput s i
& ° am ¢

? \ submit1
C

Jsubmit u: used
) g: wasGeneratedBy
review1 - c: wasControlledBy
inpu
A @u3)

Jreview WL | Uinput Qarade

Cot > [ gracer

I' 'S UI'SA.,,
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wasReplacedVof

wasReviewedOby

e Base Prc

o1v1 replace1

@ut) Qreplace
@V\ , Uinp
submit1 o1v2




wasAuthtoredBy
A «  DL,: <wasAuthoredBy, wasSubmittedVof?. )ata
wasReplacedVof *.g, ,.q4-C > '

upload w replace1
~ Quploa input

Qsubmit u: used

g: wasGeneratedBy
c: wasControlledBy

review1

u3
Agreview (L>V\C. Uinput Qarade

Coat > [ gracer

I' 'S m
“The Institute for Cyber Security
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wasReviewedBy
A San Blo: < wasReviewedBy, wasReviewedOof ™. )
wasReviewedOby >

upload1 [ \o‘lDﬂ— replace1
Cc
@/ {ut
N
u2 c

C
i Uinput

review1

u3
Agreview (L>V\C. Uinput Qarade

Coat > [ gracer

I' 'S m
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Sample Policies

1. Anyone can upload a homework.

2. A user can replace a homework if she uploaded it (origin-
based control) and the homework is not submitted yet.

3. Auser can submit a homework if she uploaded it and the
homework is not submitted already. (workflow control)

I' 'S World-leading research with real-world impact! m
The Institute for Cyber Security 3 O



Sample Policies (cont.)

4. A user can review a homework if she is not the author of
the homework (DSOD), the user did not review the
homework earlier, and the homework is submitted
already but not graded yet.

5. A user can grade a homework if the homework is
reviewed but not graded yet.

I'» 'S World-leading research with real-world impact! m
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Access Evaluation Procedure

Rule collecting phase

User authorization (UAuth) phase
Action validation (AVal) phase
conjunctive decision of UAuth and AVal

w»



Access Evaluation Example

e Policy: user can submit a homework if she uploaded it
(origin-based control) and the homework is not
submitted already. (workflow control)

upload1 replace
Qupload input

@/‘; @’ fgrep.ace

@? T submitt 2B otvz >
C

Jsubmit u: used
g: wasGeneratedBy
c: wasControlledBy

review1
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Rule Collecting Phase

e Request: (qul, submit2, o,,.)
* Action type: submit

* Policy for submit

— allow(au, submit, o) = au €(o, wasAuthoredBy) A |
(o,wasSubmittedVof)| = 0.

e User authorization rule
— au €(o, wasAuthoredBy)

e Action Validation rule
— [(o,wasSubmittedVof)| = 0

I' 'S World-leading research with real-world impact! m



User Authorization Phase

 User Authorization Rule: au €(o, wasAuthoredBy)
« Dependency List (DL)

— < wasReplacedVof, g,epiuce-Yinpur > < wasSubmittedVof, g pmitYinpur >

input

— < wasAuthoredBy, wasSubmittedVof?.wasReplacedVof *.g,,,/,44-C >

: aul € (01‘/3/ [ 9submit- uinput] 2, [ greplace' uinput] *'gupload'c) = {GU.Z}

upload1 replace1
Qupload input

@ ° @D’ Pgrepice
u
@%2 T submitt 8¢ otv2 >
C
u: used

g: wasGeneratedBy
c: wasControlledBy

review1

brld impact! 35



Action Validation Phase

 Action Validation Rule: |(o,wasSubmittedVof)| =0
* Dependency List (DL): < wasSubmittedVof, g,,pmie-Uinpur >

° |(01V3/ gsubmit' uinput)l #0

upload1 @ replace1
Qupload input

c = ’C Qreplace
L
n
o~ submitt S d
i c Uinput Qgsubmit u: used

g: wasGeneratedBy
c: wasControlledBy
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PBAC; in XACML
2. access request PEP 13. obligations obhga’_uons
requester service

3. request 12. response

4. request notification \\

N 5. attribute queries——p»
context 9. resource resoUrce
PDP _ handler content
-¢—10. attributes——
Query Engine
v
\11. response context
6. attribute

Prov Data 1. P‘OHCV query O attribute oo source

attributes

subiects 7a. subject 7b. environment environment
J attributes attributes

| o

)

DL,

I'»C'S World-leading research with real-world impact! m



Implementation and Performance

* System

Ubuntu 12.10 image with 4GB
Memory and 2.5 GHz quad-core CPU
running on a Joyent SmartData center
(ICS Private Cloud).

* Implementation

extended the PDP class in SUN’s
XACML

Apache Jena 2.7.4 and ARQ package to
provide both the RDF-enabled data
store for provenance graph and the
ARQ query engine for enabling SPARQL
queries.

* Results for tracing 2k/12k edges

0.0096/0.154 second per deep request

— 0.035/0.04 second per wide request

I-C-§
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Summary of PBAC,

* Proposed a foundation for PBAC and PAC

— the notion of named abstractions of causality dependency
path patterns

— Regular expression-based dependency path pattern
* |dentified a Family of PBAC models

* Developed a Base model for PBAC

— Supports Simple and effective policy specification and
access control management

— Supports DSOD, workflow control, origin-based control,
usage-based control, object versioning, etc.

I'C'S World-leading research with real-world impact! m
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e Questions and Comments?

w»

World-leading research with real-world impact!
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